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Abstract

Context and Purpose :The rapid evolution of digital technologies has reshaped fundamental
constitutional concepts such as privacy, freedom of expression, and the right of access to information,
turning digital governance into one of the major challenges of contemporary legislation. Given the
legal gaps in Iran and, in contrast, the structural advancements in Estonia and the European Union,
this study aims to conduct a comparative constitutional analysis of how these three systems regulate
digital governance and to explain the institutional implications of their differences.

Methodology: This study employs a qualitative research design based on a comparative
constitutional analysis approach. Data were collected through the examination of legal documents,
constitutional court decisions, digital policy frameworks, and credible academic sources. Data
analysis was conducted using qualitative content analysis and three-phase coding (open, axial, and
selective), supported by the principle of triangulation to enhance the validity and reliability of the
findings.

Findings: The comparative assessment reveals that constitutional structures play a decisive role in
shaping digital governance. Despite the latent capacities of its Constitution, Iran lacks explicit
frameworks for the protection of digital rights and independent supervisory institutions, with a
security-oriented approach dominating policy-making. In contrast, Estonia provides a citizen-centric
and trust-enhancing model by embedding digital rights in its Constitution and establishing
transparent digital infrastructures. The European Union, through comprehensive regulations such as
the General Data Protection Regulation (GDPR) and the Digital Services Act (DSA), has developed
a rights-based and accountable system for data protection and digital governance.

Conclusion: The findings indicate that the success of digital governance depends on the explicit
recognition of digital rights in constitutional law, the existence of independent oversight bodies, and
institutional transparency. Considering the structural differences identified, Iran requires
fundamental reforms, the adoption of a comprehensive digital rights law, the strengthening of
oversight mechanisms, and the contextualized use of Estonia’s and the EU’s experiences to achieve
effective digital governance within the framework of its national values.
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Extended Abstract

Extended Abstract

The Role of Constitutional Rights in Regulating Digital Governance: A Comparative Analysis
of Iran, Estonia, and the European Union

The rapid expansion of digital technologies, including the Internet, artificial intelligence, blockchain,
and data-driven platforms, has transformed governance structures and redefined interactions among
governments, citizens, and private actors. These developments have created unprecedented
opportunities for innovation, economic growth, and public participation while simultaneously
generating significant challenges related to privacy protection, cybersecurity, freedom of expression,
and data governance. As a result, constitutional law has increasingly become a critical foundation for
regulating digital governance and safeguarding fundamental rights in the digital era. Despite the
growing importance of this issue, limited comparative research has examined how constitutional
frameworks shape digital governance across different legal and institutional contexts. This study
aims to analyze the role of constitutional rights in regulating digital governance through a
comparative examination of Iran, Estonia, and the European Union and to identify lessons that can
contribute to the development of a more effective and rights-based digital governance framework in
Iran.

This research adopts a qualitative, comparative, and analytical approach grounded in comparative
constitutional analysis. The study examines three legal systems selected according to their
constitutional structures, levels of digital development, and governance models. Data were collected
through documentary and legal analysis of constitutional texts, digital governance policies,
regulatory frameworks, judicial decisions, official reports, and scholarly literature. The primary
sources included the Constitution of the Islamic Republic of Iran, the Constitution of Estonia, the
Charter of Fundamental Rights of the European Union, the General Data Protection Regulation
(GDPR), the Digital Services Act (DSA), the Data Governance Act (DGA), and official digital
governance initiatives such as the Estonian e-Government ecosystem. Data were analyzed using
qualitative content analysis and systematic comparative methods to identify key concepts,
institutional mechanisms, accountability structures, and constitutional principles relevant to digital
governance.

The findings indicate that constitutional frameworks play a decisive role in shaping digital
governance policies and determining the balance between state authority, technological innovation,
and citizens’ rights. The analysis reveals substantial differences among the three cases. In Iran,
although constitutional provisions emphasize national sovereignty, human dignity, and privacy
protection, the absence of explicit digital rights, comprehensive data protection legislation, and
independent supervisory institutions has limited the effective implementation of constitutional
guarantees in the digital sphere. Consequently, digital governance policies have largely developed
within a security-oriented framework, often prioritizing control and regulation over citizen
empowerment and digital rights protection.
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In contrast, Estonia has successfully integrated constitutional principles with digital innovation. The
Estonian constitutional framework, supported by advanced digital infrastructure and transparent
governance mechanisms, has enabled the development of one of the world's most successful digital
states. Initiatives such as digital identity systems, e-Residency, and online voting have strengthened
public trust, expanded citizen participation, and enhanced administrative efficiency. The presence of
independent oversight institutions and strong data protection mechanisms has further contributed to
the legitimacy and effectiveness of Estonia’s digital governance model.

At the supranational level, the European Union has established a comprehensive rights-based
framework for digital governance through legal instruments such as the GDPR, DSA, and DGA.
These regulations are rooted in the Charter of Fundamental Rights and emphasize principles
including informed consent, transparency, accountability, data protection, freedom of expression,
and the right to privacy. Strong legislative and judicial institutions ensure consistent enforcement
across member states and provide effective mechanisms for balancing technological innovation with
the protection of fundamental rights.

Comparative analysis demonstrates that successful digital governance depends on three
interconnected pillars: the constitutional recognition of digital rights, the existence of independent
and accountable regulatory institutions, and transparency in digital processes and data management.
Countries and governance systems that effectively institutionalize these elements are better
positioned to promote public trust, democratic participation, innovation, and digital inclusion while
maintaining cybersecurity and regulatory effectiveness.

The study concludes that Iran possesses important constitutional capacities for supporting digital
rights through existing provisions related to privacy, human dignity, and freedom of expression.
However, realizing this potential requires substantial legal and institutional reforms. Key policy
recommendations include the adoption of a comprehensive personal data protection law, the
establishment of an independent data protection authority, the explicit recognition of digital rights
within constitutional and legislative frameworks, the enhancement of transparency and
accountability mechanisms, and the transition from a predominantly security-oriented governance
approach toward a rights-based and citizen-centered model.

The primary contribution of this research lies in its three-level comparative analysis of constitutional
law and digital governance across Iran, Estonia, and the European Union. By examining
constitutional structures, institutional arrangements, and policy instruments simultaneously, the
study provides a comprehensive framework for understanding how constitutional rights can serve as
a foundation for legitimate, effective, and accountable digital governance. The findings offer
practical guidance for policymakers seeking to align digital transformation initiatives with
constitutional principles while preserving national values and strengthening the protection of
citizens’ fundamental rights in the digital age.

Keywords: Constitutional Rights, Digital Governance, Digital Constitutionalism, Data Protection,
Privacy Rights, Freedom of Expression, Estonia, European Union, Iran, Comparative Constitutional
Analysis.
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